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Brief Analysis of the Measures on the Standard Contract
for the Outbound Transfer of Personal Information

8 May 2023

On 24 February 2023, the Cyberspace Administration of China (the “CAC”) published the Measures
on the Standard Contract for the Outbound Transfer of Personal Information (the “Standard Contract

Measures™) [''], which shall come into force on 1 June 2023.

Concluding a standard contract for the outbound transfer of personal information is one of the legal
approaches for the outbound transfer of personal information as provided in Article 38 ['?] of Chapter
3 - Rules on Cross-Border Provision of Personal Information of the Personal Information Protection
Law of the People’s Republic of China (the “PIPL”). Article 38 of the PIPL outlines the routes
available to personal information processors for transferring personal information out of the People's
Republic of China, including: (1) passing the security assessment by the CAC; (2) obtaining personal
information protection certification; (3) entering into a Standard Contract with the overseas recipient;
(4) fulfilling the requirements as stipulated in other laws or administrative regulations, or by the state

cyberspace authorities.

Up to now, the Measures on the Security Assessment of Qutbound Data Transfer ['3] for the security

I Measures on the Standard Contract for the Outbound Transfer of Personal Information (Order No.13 of the
Cyberspace Administration of China), effective on 1 June 2023.

12 Personal Information Protection Law of the People’s Republic of China (Adopted at the 30th Meeting of the
Standing Committee of the Thirteenth National People's Congress, effective on 1 November 2021.

Article 38 of the PIPL:

Where personal information processors truly need to provide personal information outside the borders of the People’s
Republic of China for business or other such requirements, they shall meet one of the following conditions:

(1) Passing a security assessment organized by the national cyberspace administration department according to Article
40 of this law;

(2) Undergoing personal information protection certification conducted by a specialized body according to provisions
by the national cyberspace administration department;

(3) Concluding a contract with an overseas recipient in accordance with a standard contract formulated by the national
cyberspace administrative department, agreeing on the rights and obligations of both sides;

(4) Other conditions provided in laws or administrative regulations or by the national cyberspace administrative
department.

Where treaties or international agreements that the People’s Republic of China has concluded or acceded to contain
relevant provisions such as conditions on providing personal information outside the borders of the People’s Republic
of China, those provisions may be carried out.

Personal information processors shall adopt necessary measures to ensure that overseas recipients’ personal
information handling activities reach the standard of personal information protection provided in this Law.

13 Measures for Security Assessment of Outbound Data Transfer (Announcement No.11 of the Cyberspace
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assessment was officially implemented on 1 September 2022, and the Practical Guidelines for
Cybersecurity Standards — Specifications on Security Certification for Cross-Border Processing of
Personal Information V2.0 ['*] for security certification was issued on 16 December 2022. Along
with the Standard Contract Measures, these documents provide the compliance basis for the

outbound transfer of personal information under PIPL.

This article will provide a brief analysis of the Standard Contract Measures as follows:

1. Scope of Application

According to Article 4 of the Standard Contract Measures, any personal information processor
transferring personal information overseas by entering into a Standard Contract shall meet all of the
following conditions: (1) it is not a critical information infrastructure operator; (2) it processes the
personal information of less than 1 million persons; (3) since 1 January of the preceding year, it has
cumulatively provided the personal information of less than 100,000 persons overseas; (4) since 1
January of the preceding year, it has cumulatively provided the sensitive personal information of less
than 10,000 persons overseas; and (5) it does not fall within the circumstances of restricting the
outbound transfer of personal information prescribed by laws, administrative regulations or the
national cyberspace administration department (for instance, Article 30 of the Administrative
Measures on National Health and Medical Care Big Data Standards, Security and Services (Trial),

etc.).

At the same time, it is explicitly prohibited by paragraph 3 of this article that personal information
processors shall not use quantity splitting or similar methods to escape the security assessment of
outbound data transfer.

If a personal information processor does not satisfy any of the above conditions, it will have to give
up the approach of entering into a Standard Contract and reply on other approaches of passing the
security assessment or obtaining personal information protection certification to transfer personal

information overseas.

2. General Process
The general process for a personal information processor to transfer personal information overseas by
entering into a Standard Contract is as follows (Article 5, Article 6, and Article 7 of the Standard
Contract Measures):

(11)  Before the outbound transfer of personal information, the personal information processor

shall conduct a Personal Information Protection Impact Assessment (the “PIPIA”) and produce a

Administration of China, it was effective on September 1, 2022)

14 https://www.tc260.org.cn/front/postDetail.htm1?id=20221216161852
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PIPIA Report. The PIPIA shall mainly focus on the following matters:

(1) the legality, legitimacy and necessity of the purpose, scope and method of the personal
information processing by the personal information processor and the overseas recipient;

(2) the scale, scope, type, and sensitivity of the personal information to be transferred overseas,
and the risks that outbound transfer may pose to the rights and interests of the personal
information;

(3) the responsibilities and obligations that the overseas recipient undertakes to assume, and
whether the management and technical measures and capabilities of the overseas recipient to
perform such responsibilities and obligations are sufficient to ensure the security of the
personal information to be transferred overseas;

(4) the risk of the personal information being tampered with, destroyed, disclosed, lost, or
illegally used after it is transferred overseas, and whether the channels for protecting the
rights and interests of the personal information are unobstructed,

(5) the impact of personal information protection policies and regulations in the country or
region where the overseas recipient is located on the performance of the Standard Contract;
and

(6) other matters that may affect the security of the personal information to be transferred
overseas.

(7%)  The Standard Contract that is signed between the personal information processor and the
overseas recipient (the “Parties”) shall strictly adhere to the template provided as the Appendix to the
Standard Contract Measures [!°], and the national cyberspace administration department may adjust
this template accordingly. The full template includes the main body of the Standard Contract, the
Appendix [ — Instructions on the Outbound Transfer of Personal Information and the Appendix II —
Other Terms Agreed by the Parties (if necessary). The Parties shall not modify the main body of the
contract. The Parties may agree on other terms in Appendix I, as long as they do not conflict with
the main body of the contract. The outbound transfer of personal information can only be carried out
after the Standard Contract takes effect.

(-£5)  The personal information processor shall file for record the Standard Contract and the
PIPIA report with the cyberspace administration department at the provincial level within 10 working
days from the effective date of the Standard Contract.

(J\) It should be noted, according to Article 8 of the Standard Contract Measures, if any of the
following circumstances occurs during the validity period of the Standard Contract, the personal
information processor shall conduct a new PIPIA, supplement or re-conclude the Standard Contract,
and perform the corresponding filing procedures:

(1) change in the purpose, scope, type, sensitivity, manner, and place of storage of the personal

information transferred to the overseas recipient, or change in the use or manner of the

15 The full template can be found at

httis://resources.pkulaw.cn/staticﬁles/fagui/20230224/1 5/31/0/£392a25392ea107a4926b3994bcc3521.pdf
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processing of the personal information by the overseas recipient, or the period of storage of
personal information is extended;

(2) change of the personal information protection policies and regulations of the country or
region where the overseas recipient is located that may affect the rights and interests of
personal information;

(3) other circumstances that may affect the rights and interests of personal information.

3. Effective Date and Transition Period

The Standard Contract Measures will come into effect on 1 June 2023, and they shall apply to (1) the
outbound transfers of personal information that occur after the date; and (2) the outbound transfers of
personal information that occur before the date, according to Article 13 of the Standard Contract
Measures. The outbound transfers of personal information that occur before the date shall be rectified
to comply with the Standard Contract Measures within 6 months from the date if there are any

inconsistencies.

4. Legal Liabilities

If the personal information processor is reported any case by any organization or individual (Article
10) or the filing documents have any authenticity issues (Article 7) or other circumstances that the
cybersecurity administration department at or above the provincial level finds relatively large risks in
the outbound transfer of the personal information by the personal information processor or any
personal information security incidents occur, the personal information processor will be required for

the interview, rectification, administrative liabilities or even criminal liabilities.

If you have any questions about this article, please contact: info@shiminlaw.com

The copyright of the English translation of this document is property of Shimin Law Offices
(“Shimin”). No part of this document may be reproduced, distributed, copied, modified or adapted
without the prior written consent of Shimin. The purpose of this document is to serve as reference for

understanding the meaning of Chinese laws and regulations. It is not intended to explain, interpret,

or describe the laws and regulations themselves.
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